The HIPAA Privacy Rules: Three Types of Information
	
	Protected Health Information 

(PHI)
	Summary Health Information 

(SHI)
	De-Identified Information 


	Definition
	Personally Identifiable

+
Health Information

+

Created or received by a Covered Entity

+

Relates to past, present or future conditions, treatment or

Payment for health care
	May be individually identifiable health information 

+

Summarizes claims history, claims expenses, or types of claims experienced by individuals for whom a plan sponsor has provided health benefits under a group health plan

+
18 identifiers
 deleted, but

may include 5 digit zip code
	Health information

+

Does not identify an individual

+

No reasonable basis to believe information can be used to identify and individual

Can use Statistical Method
 or 

Safe Harbor Method


	Example
	Medical records in the possession of the physician
	DMW Reports

	High cost claimant report that does not identify individual

	Purpose
	May use PHI for treatment, payment, or health care operations, or other uses permitted by HIPAA.  Must apply minimum necessary standard.
	May use SHI for (1) obtaining proposals for   group health plan services or (2) modifying, amending, or terminating the group health plan.
	De-identified information is NOT regulated by the Privacy Rules.  
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(1)  Name


(2)  All geographic subdivisions smaller than state


(3)  All elements of dates (except year) related directly to individual (birth date, admission date, discharge date, date of death) and ages over 89 unless aggregated into single category of 90 and older


(4)  Telephone numbers 


(5)  Fax numbers�
(6)  Electronic mail addresses


(7)  Social security numbers


(8)  Medical record numbers 


(9)  Health plan beneficiary numbers


(10) Account numbers


(11) Certificate/license numbers


(12) Vehicle identifiers and serial numbers, including license plate numbers�
(13) Device identifiers and serial numbers


(14) Web universal resource locators (URLs) 


(15) Internet protocol (IP) address numbers


(16) Biometric identifiers, including finger and voice prints


(17) Full face photographic images and any comparable images


(18) Any other unique identifying number, characteristic or code�
�



� A person with appropriate knowledge and experience applying generally applicable statistical and scientific principles and methods for rendering information not individually identifiable makes a determination that the risk is very small that the information could be used, either by itself or in combination with other available information, by anticipated recipients to identify the subject of the information.  The Covered Entity must also document the analysis and results that justify the determination.


� PHI has 18 identifiers removed and Covered Entity has no actual knowledge that the information could be used alone or in conjunction with other information to identify an individual who is a subject of the information.  


� SHI may not constitute de-identified information because there may be a reasonable basis to believe that the information is identifiable to the plan sponsor, especially for plans with few participants.  Preamble to December 2000 Regulations, 65 Fed. Reg. 82461; 82647. 





